KHAI GIANG KHOA HOC NETWORK SECURITY (NS) DANH CHO DOANH NGHIEP

NoOi dung khoéa hoc: Tai day
Thdi gian dao tao : 10 ngay
Ngay khai giang : 30/11/2009
Lich hoc : Hoc ca ngay thi 2, 4, 6 hang tuan
(Sang: 08h30-12h00, Chiéu: 13h30-17h00)

Pia diém dao tao : Toda nha Al17, 17 Ta Quang Buu, Hai Ba Trung, HN.

MUc phi : 800%/ hoc vién

LICH GIANG KHOA NS

Ngay NOi dung

HOC KY 1

Bai 1: Tdng quan vé an ninh mang
e Thuc hanh: S dung 1 s6 cong cu bao mat, nhu: NMAP
Bai 2: Chinh sach va ké hoach bao mat
e Thuc hanh: C4u hinh dich vu SSH
1 Bai 3: Thiét bi bao mat
e Phan loai
e S dung cong cu SDM
e Gidi thiéu vé thiét bi tudng Ira PIX, ASA
e Bat dau véi PIX
e Ky thudt NAT/PAT trén PIX
e Quan ly va cdu hinh PIX bang ASDM
e Dinh tuyén trén PIX
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Site 2 : Tang 3 — Toa nha BKACAD - S6 8 Phan Van Trudng — Cau Gidy - Ha Noi
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Ngay NOi dung

e GiGi thiéu vé Module tudng Ira
Thuc hanh:

e Cau hinh va s dung SDM

e Cau hinh PIX can ban

e Cau hinh NAT/PAT trén PIX

e SU dung ASDM

e Cau hinh dinh tuyén trén PIX

Bai 4: Giai phap AAA (Xac thuc, cap quyén va luu vét)
e Gidi thiéu vé AAA
e Cac ky thuat xac thuc
e Gidi phap IBNS
o Giai phap NAC
Bai 5: Cau hinh AAA server bang phan mém ACS
e ACS trén Windows
e Cau hinh giao thirc RADIUS va TACACS+
Thuc hanh:
e Cai dat ACS server
e Cau hinh dich vu Telnet, SSH trén Router, PIX vGi AAA server
Bai 6: Cau hinh AAA véi thiét bi tang 3
e Giai phap Authentication Proxy trén Router
Thuc hanh: Cau hinh Authentication proxy tréb Router
Bai 6: Cau hinh AAA vdi thiét bi tang 3 (ti€p theo)

e Gidi thiéu tinh nang AAA trén PIX
e Cau hinh AAA trén PIX
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Ngay NOi dung

Thuc hanh:
e Cau hinh Authentication Proxy trén PIX
e Cau hinh tinh nang Virtual Telnet
Bai 7: Cau hinh AAA vdi thiét bi tang 2
e Gai phap IBNS
3 e Cau hinh giao thirc 802.1X
Thu'c hanh: C3au hinh giao thifc 802.1x trén Catalyst switch
Bai 8: Cau hinh tudng Iira trén Router
e Cac ky thuat loc dir liéu
e Gidi phap loc theo ngit canh (CBAC)
e Cau hinh CBAC
Thuc hanh: Cau hinh CBAC can ban trén Router

Bai 9: Loc dir liéu bang PIX
e C&u hinh ACL va kiém tra ndi dung
e Gai phdp nhdém déi tugng
Thuc hanh:
e Cau hinh nhém déi tugng trén PIX
e Cau hinh ACL trén PIX
Bai 9: Loc dir liéu bang PIX (tiép theo)
e Giai phap module héa
e Cau hinh gidm sat giao thurc
Thuc hanh: Cau hinh gidm sat trén PIX
Bai 10: Giai phap bao mat tang 2
e GiGi thiéu vé tan céng téng 2

e Céc 16 hdng lién quan dén dia chi MAC, giao thirc ARP va DHCP
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NOi dung

L6 héng VLAN
LS héng STP

Thuc hanh:

S’ dung céng cu tan cong tang 2

Cau hinh bdo mat tang 2

HOC KY 2

Bai 1:

Bai 3:

Ky thuat ngan chan va phat hién truy nhap trai phép
Khai quat vé hé thdng IDS/IPS

CoOng cu giam sat

Cac thiét bi Cisco IDS/IPS

Cau hinh IDS/IPS

2.1 Gidi phap IDS/IPS trén Router

: Cau hinh IDS/IPS (tiép theo)

Cau hinh dé phong tan cong trén PIX
Giai phap IDS/IPS trén PIX
Cau hinh Shunning trén PIX

Thuc hanh: C3u hinh IDS/ IPS trén PIX

Ma héa va cong nghé VPN
Ma& hda can ban

Toan ven théng tin

Giai phap ching chi s6

Topo VPN

Cac cbng nghé VPN

Giao thic IPSec
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Ngay NOi dung

Bai 4: Cau hinh Site-to-Site VPN su dung khéa chia sé
e C&u hinh chuén bj Router
e Cau hinh IKE
e Cau hinh IPSec
e Kiém tra hoat déng va c&u hinh VPN
Thuc hanh: Cdu hinh Demo bang cong cu Pacaket Tracer
Bai 4: Cau hinh Site-to-Site VPN sif dung khéa chia sé (tiép theo)
e Cau hinh Site-to-Site VPN s dung khoa chia sé trén PIX
Thuc hanh: C&u hinh IPSec st dung khda chia sé trén PIX bang CLI
Bai 5: Cau hinh Site-to-Site VPN st dung chirng chi s6

e Cau hinh sir dung CA trén Routerr
e Cau hinh Site-to-Site VPN trén Router s& dung chirng chi sé
¢ Cau hinh Site-to-Site VPN trén PIX st dung ching chi s6

Thuc hanh: Cau hinh Router lam CA

Thuc hanh: C3u hinh IPSec trén Router sif dung ching chi s6
Thuc hanh: Cau hinh IPSec trén PIX st dung chirng chi s6
Bai 6: Cau hinh Remote Access VPN

e Gidi thiéu Cisco Easy VPN
e Cau hinh Easy VPN Server
e Cau hinh Easy VPN Remote v@i Cisco VPN Client 4.x

Thuc hanh: C3u hinh Remote Access VPN st dung Cisco Easy VPN

Bai 6: Cau hinh Remote Access VPN (tiép theo)

e Cau hinh Cisco Easy VPN Remote cho Access Routers

Thu'c hanh: Cau hinh Cisco Easy VPN Server véi NAT
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NOi dung

8 Bai 6: Cau hinh Remote Access VPN (tiép theo)
e Cau hinh PIX nhu Easy VPN Server
e Cau hinh PIX nhu Easy VPN Client
e C&u hinh ASA hd trg WebVPN
Thuc hanh: Cau hinh VPN gilta PIX va mét VPN Client stf dung CLI
Bai 7: Gidi thiéu viéc quan ly va cac cau trac bao mat
e Khao sat bao mat tang 2
e SDM Security Audit
¢ Router Management Center (MC)
e Simple Network Management Protocol (SNMP)
9 Bai 8: Cac tinh nang vé quan ly, du phong va cdu hinh ngit canh trén
PIX
e Cau hinh Multiple Context Mode
e Cau hinh Failover
e Cau hinh Transparent Firewall Mode
e Quan ly PIX
Thu'c hanh: Khoi phuc Password trén PIX
10 On tap, t6 chirc thi chirng chi
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